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VIv Canh béo chién dich tin
cong mdi nham vao cac thiét
bi mang Cisco.

Kinh gui: Cac don vi tryc thude.

Tiép nhan Cong vin s6 1098/STTTT-TTCNTT&TT ngay 04/5/2024 cia
S¢ Thong tin va Truyén thong vé Canh béo chién dich tin cong moi nhim vao

cac thiét bi mang Cisco.

Qua cong tac giam sat an toan khong gian mang qubc gia, Trung tim
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin -
Bo Thong tin va Truyén thong, ghi nhan chién dich tan cong mang ArcaneDoor
anh huong dén céac thiét bj mang Cisco. Khi truy cap duoc vao cac thiét bi nay,
d6i tuong tan cong cé thé didu hudng hodc diéu chinh luu lwong mang, theo doi

lién lac trong mang va thuc hién hanh dong trai phép.

Nham dam bao an toan thong tin cho hé thong thong tin ciia cac don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, SO Y té yéu cau cac

don vi1 thuc hién:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bj anh
huong bai chién dich tan cong trén. Chi dong theo ddi cac thong tin lién quan
dén chién dich tin cong mang, sin sang cac bién phap bao mat dé tranh nguy co

bi tin cong. (Tham khao thong tin tai Phu luc kem theo)

2. Tang cudng giam sat va sn sang phuong an xur 1y khi phat hién c6 dau
hiéu bj khai thac, tin cong mang; déng tho1 thuong xuyén theo doi kénh canh
bao clia cac co quan chirc ning va céc to chtrc 10n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can dugc hd tro cac co quan, don vi lién hé Trung
tam Giam sat an toan, an ninh, thong tin mang (qua tong dai dién thoai 1022
hodac thu dién tir: ioc@ninhthuan.gov.vn).



mailto:ioc@ninhthuan.gov.vn

S6'Y té thong bao va yéu cau cac don vi trién khai thuc hién./.
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Bui Viin Ky



Phu luc )
THONG TIN CHI TIET
(Kém theo Cong vin sé ISYT-KHNVTC ngay | 12024 ciia S¢' Y té)

1. Thong tin chi tiét vé chién dich tdn cong

Chién dich tin cong mang ArcaneDoor anh huéng dén cac thiét bi mang
Cisco. Khi truy cap dugc vao cac thiét bi nay, ddi twong tan cong co thé didu
huéng lai hodc diéu chinh luu luong mang, theo ddi lién lac trong mang ludi va
thuc hién hanh dong trai phép.

Trong thoi gian vira qua, da cho thay su gia tang cua cac chién dich tan
cong nham vao thiét bi mang trong linh vuc cung cap dich vu vién thong va to
chirc nang luong. Vao dau nam 2024, trong mot cudc diéu tra phan tich da phat
hién dugc mot nhém tan cong mai hién dang duoc theo ddi dudi ten UAT4A356
bai Talos va STORM-1849 bai Microsoft Threat Intelligence Center.

Puoc biét UAT4356 di trién khai hai backdoor trong chién dich 1an nay,
c6 tén “Line Runner” va “Line Dance”, ca hai dugc sir dung dé thuc hién cac
hanh vi doc hai 18n thiét bi bi anh huong, bao gom: diéu chinh cau hinh, do
tham, theo ddi/trich xuat luu lugng mang va leo thang dic quyén.

Thong qua qué trinh diéu tra phan tich, cac nha phan tich thay rang cac
nhom tan cong thuong trién khai ma doc, thuc thi ma tir xa trén thiét bi bi anh
huong. Hai 16 hong bi khai thac gdom co:

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense
(FTD) Software cho phép dbi twong tan cdng thuc hién tin céng tir chdi
dich vu.

e CVE-2024-20359 (Piém CVSS: 6.0 -Trung binh) ton tai trén Cisco
Adaptive Security Appliance (ASA) Software va Cisco Firepower Threat
Defense (FTD) Software cho phép ddi tuong tan cong thuc thi ma tly y
véi dac quyén root.

Céc don vi ¢6 thé tai xuong cac ma 10C tai https://alert.khonggianmang.vn/
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Duéi day 13 mot s6 IoC dwge ghi nhian

192.36.57[]181

185.167.60[.]85

185.227.111[.]17

176.31.18[.]153

172.105.90[.]154

185.244.210[.]120

45.86.163[.]224

172.105.94[.]93

213.156.138[.]77

89.44.198[.]189

45.77.52[]253

103.114.200[.]230

212.193.2[.]48

51.15.145[.]37

89.44.198[.]196

131.196.252[.]148

213.156.138[.]78

121.227.168[.]69

213.156.138[.]68

194.4.49[.16

185.244.210[.]65

216.238.75[.]155

2. Khuyén nghi:

- Kiém tra lai cac thiét bi mang ddong thoi thuc hién cap nhat ban va méi
nhat

- Ghi chép lai su kién cua thiét bi vao mot dia diém bao mat tap trung.
- Str dung xac thuc da budc (MFA) bao mat cao.
3. Tai li€éu tham khao

https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-
campaign-found-targeting-perimeter-network-devices/
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